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On 11-12-15, at approximately 1400 hours, while on duty at the Michigan Technological University (Michigan Tech) the
Department of Public Safety and Police Services (DPSPS), simultanaausly received a report from John Leahman (Associate
Vice President, Enroliment, Marketing, and Communica!inns], and a student, identifiad as Bran Grainger, {hat a threatening
message was posted through a social media application identified as “YikYak", YikYak is best described as a software
applicatian that allows users to post anonymous messages to olher users that ara located within a specific geographical
area.

The message that was reported to DPSPS from Leahman stated the following, “Gonna shoot all black people....., A smile
tomomow.” The message also had a smal| picture, cammonly referred fo as an "emoji*, at the end which indicated a smila or
laughter (See attachmant for details), Grainger reporied a similar massage, byt left outthe ..., A smile tomomrow” portion,
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20y whare H3er nosts rom 1) was =0 Jalermineg that the Message wis posted At approxas Hely b s gy

igited vy the pme SINCe the comment was posted on the bottom left of the message

1242 1o the fact tha the message 1n question threaleneq vidlence, the massage identjf; N which
the violence was to be enacled, he user was located within the Houghtan M) area, and it indicated the user would be sriling
temorrow”, it was delermined the threat was immediate As a result, Deputy Chiat Cadwell seny Yik Yak an emergen

As a result of the gmergancy request being denied | Prepared a search warrant affidgvit requasling all user information
Associated with the account that posted the tomment "Genna shoot al) black People ... A smile formamow." on Yik Yak

from the Houghten M1 area at approximataly 1345 hours EST, The user mformation that was raquesied limited meiyded the
following: The 1P address from which the messaga wag Posted, the GPS coordinates of the focation frem which the messags
Was postad; the ime and date whan the message was posted, the Media Access Control {MAC) address associated with the
account; any names assoctatad with the accaunt; any telephone numbers associaled with the account and the user-agent

Upon completing the affidavit, | toak it to the 97th district Court Magistrate, ldentifiad as Shery! Ala, where the affidavit along
ith the actyal search warrant were officlally sworn out and signed (See altacheqg for datalls).

At approximately 2118 hours, | sent the search warrant via email to YikYak's iegal departmeny, At approximalely 2132 hours,
Yik Yak respandeq back with the fallowing information:

Post: Gonna shaot alf black peaple.... . A smile tomorrow, ay~
IP Addregs;

Lalilude: 47.1198

Longitude: -88 5491

Time Pasted: 2015-11-12 18:46:44 (UTC)

User Agent: Yik Yak/i2.10.3 (iPhone; i0s 9.1 Scale/2.00)
Phone Number: h

was alsg
Identified as a mechanicat engineering sludent. The |p address, which is bast described as specific connection to the intemet,
was sent to David Hale {Chief Information Security Officer) for reviaw, A short tima Jater Hale informed me that the user tha IP
address wag assigned to at the lime the measage was sent was CAGEN

Next it was determined that [P p— addregs of M. | was unable ta determine an

aparntment number. It was also detemmined that S0P had a @ Jeep Laredo fegistared to him. Due 1o the
fact that e iived in iy o SIBe® Folice Depariment (@M was asked for assistance, Upon arniving in the are
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3t I saw a vahicta that mAatchad tha pravigy deserption paiked senind the uding \-wparkmg at),
\s3 asull a3 vontacted wia telephona under the false pratensa that his vehcle was involved in a minor accident and

that he needed to come to |he scene

A short time later “ came oul to his vehicle where he Was mmedately placed undar arrest for for Prohibited use of
Internet or Telecommunications or Electronic Device Q98 25 placed handcuffs, which were then double locked and
checked for lightness, Q09 25 advised of his rights per Miranda, | askeq QU he understood his rights and he said,
'Yes ' A search Incident to arrest of person revealed an iPhone that had a black protective case onit, The phone
was discovered in his frant right jean pocket, Video of the arrest was caplured on my department issyed Body Camera,

he had, "No bad thoughts or intentions about that comment® and that he was "not that kind of person.” | asked him about (he
comment befora he mentions smiles, where il statad he wanted to shoot black peopla, He stated that portion of (he comment
was referring to another comment someane mada at the University of Missouri, He stated he was &éssentially making fun of
that comment, but quickly realized the manner in which he posted it may nol be recaived well,Ha slated his comment was 1o

not,

| asked QN i he was in the MEEM when he Posted the comment and he said that ha was, He also said he posted it
using his iPhone 5, He slated the phone he hag in his pockel was the one he used to post the comment,

previously mentioned charge, QM viss then transported fo the HCJ and booked withoyt incident,
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Narrative text

On 11-13-15, at approximately 1400 hours, Deputy Chief Cadwell, with assistance from Proseculing Attarney Makenin,
determined that a search of @Ml home was needed to gather additional evidence and information that would indicates
@R intent when he submitted the anginal message. As a result, a search warrant affidavit was completed.

The affidavit requested that “residence“ be searched for electronic related devices that could ba
used to past the original comment, any weapens or avidence related to violence, terroristic methods or preparations for such

activities. The affidavit also requested that the iPhone 5 he had in possession at the time of arrest be searched (See attached
for details).
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Upon compieting the aikdawit, Oepuly Cheef Cadwell took it to the Houghton County Magistrates Office where the affidawit
along with a search warrant were subsequently sworn out and signed

At approximately 1449 hours, Depuly Ch ef Cadwell and | want o “ residence to execute the search warrant Upon
arrival | knocked on the door and announced our presence No one answerad Upon trying the door handle, 1| was learned that
the door was locked As a rasult, the landiord of the butlding, identified as Mike Lahli, was contacted and asked to assist us
with opening the doar

A short time later Lahti arrived and opened the door without incident. Laht then left the scene.

Prior to conducling a serach of the residence, | aclivated my department issuad Body Camera. Upon entering “
residence a search was conducted. At the conclusion of the search, the following items were found:

(1) Lenovo Thinkpad laptop computer
(1) 18M Thinkpad laptop computer

(1) Microsoft USB drive

(1) Stewart manufacturing LLC US8 drive

No weapons or evidence related to violence, terraristic methads or preparations for such aclivities were located. A tabulation
of the seized items was filled out and fater provided to the Magistrate's Office and [

The items ware then taken to the the Michigan Tech. DPSPS station where they were booked into evidence locker #3. A
capy of the Body Camera video during the search was hooked inio evidence locker #6,

A short time later | was informed by the Prosecutor's Office that the official charge against @i} would be a misdemeanor
for Disturbing the Peace. An arrest warrant was subsequently prepared, swom out and served to @ at the Houghton
Counly Jail. .

While at the jail, ! retrieved ~iPhone 5. The phone was later booked into DPSPS evidence locker #3,

Attachments: (1) copy of Search wamrant, (1) Copy of Search Warrant Affidavit, (1) Copy of Warrant Tabulation.
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[ Nugrutive text j

INFORMATION: On 11/18/2015 at approx. 1 40pm below listed items were released to Agenl Andrea Johnston to be
transported to the Michigan State Palica Crnme Lab in Marquette Michigan for further examination, Laboratory Examination
Request Form filed and signed by Agent Andrea Jahnston,

PROPERTY RELEASED FOR FURTHER EXAMINATION:
#1--Laptop computer,IBM thinkpad #L3-BW922, black in color
#2--Laptop computer, Lenove thinkpad #R8-21234, black in color
#3-Micrasoft USB drive

#4--Stewart manufacturing LLC USB drive

#5--Apple iphane 5,blue in color within black protective case

t__Chris A Crouch
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Narrative text
RECAP

on his (Dr. Cook’s) Twitter account. The
| S

On Novemnber 12, 2015 | was contactad by Dr. John Lehman and advised that Dr. Les Cook received a scresn shot or ‘Tweel'

‘Tweel' was sent at approximately 1:49 PM by the Twitter account of @Nunya
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dznass MTUY ks The sereen shol from the Yik Yk past smd Gonnra shoot al) black'peupia Asine luncnew e
S0Stwas ollowed by a grumacing siniley tace’ amoticon (picture)  Copy attached

On November 12 2015, Deputy Chief Brian Cadwell was contacted via phone and email by a former Michigan Tech stydent
named Ryan Grainger The email, sent at 1 59 PM, said ‘Here's the offending post, which has been deleted - Altached to the
=mail was a screen shot of a Yik Yak' post that said “Gonna shoot all black peapla. * Copy allached

INVESTIGATION

On Navember 17, 2015, t was contacted by Dr John Lehman and advised that anether Michigan Tech emplayee, Adam
Johnsan, had information regarding the second post farwarded to Brian Cadwell by Ryan Grainger. | contacted Adam
Jahnson by phone and Johnson agreed to meet me In his office at the Lake Shore Center. It should be noted that Mr
Johnson, in addition to his employment at Michigan Tech, is an accompllshed professional phatographer and is an insiructor
for all of Adobe's lines of imaging software, including Photoshop

Johnson said that on the evening of November 16, 2015, he was looking at conlent on social media and noliced that a couple
of people on Facebook were insistent that the post in question had been aitered or changed. (Copy of Facehook discussion
attached). In the post, an Andrea Schulz states QMIIYAK WAS EDITED THAT WAS NOT HIS ORIGINAL POST
CAN EVERYONE JUST STOP MAKING THINGS up" (wrilten with the same capital punctuation as the original post). i went
to the Facebook Page of Andrea Schultz in an attempl to conact her regarding her post (capy of Faceboak page attached.)
Ms. Schultz Facebook page did not list a phone number or email address, but did list two places of employment, the
"National Strength and Conditioning Association” and "Chiropractic and Wellness", both in Colorado Springs, Colorado. |
contacted the National Strength and Conditioning Association at 800-815-6826 and was advised Ihal Andrea Schultz did not
work there. | contacted Chiropractic and Waliness at 719-867-3007 and was advised that Andrea Schultz did not work there,
Neither business had any contact information for Ms, Schultz.

Johnson said these Facebook posts made him curious, so he atlended the suspects' court hearing in order to 'get ta the
sourca’. After court, Johnson decided to look at the posl from Twilter and see what he could find out. Johnson copied the
image of the post from the Twilter feed of “MTUYaks" and opened itin Phatashop. Once in Photoshop, Jahnson began to
incraase the contrast of the phatograph and look at the pixels. Johnson demonstrated this for me in his office and then
provided capies of the differant contrast lavals, (copies attached) As the contrast increased, it appeared that unknown
persons had deleted or ‘erased’ the words *A smile tomorrow” from the original post and deleted the 'grimacing smiley face'
emolicon (pictura). The new altered post, containing only the unallered text *Genna shoot ali black people......." is the post
that was circulating in the news and social media.

SUMMARY

As stated in the original report, a search warrant was issued to Yik Yak regarding the post “Gonna shoot all black
people....... A smile tomorrow (grimacing smiley face emoticon). The records from Yik Yak clearly indicate that the post was
connected to the IP address @U@ and provided a cell phone number of

A search of records indicate that the phone number returned from the Yik Yak search warrant is registered lo “

@l ce!l phone.

Michigan Techs Chief Information Security Officer, Mr. David Hale, advised that the IP address “ is registered to
Mr. Hale is a GIAC (Global Information Assurance Certification) certified lead forensic analyst.

Yik Yak's records state that the post was sent at 18:46:44 (UTC) (Coordinated Universal Time) which is equivalent to
13:46:44 Eastem Standard Time (EST) or 1 46:44 PM. The Twitter post sent to Dr. Les Caoks Twitter account was sant at
approximately 1:49 PM and the email sent to Deputy Chief Cadwell's email account was sent at 1:59 PM, Both of these
events occur AFTER the lime of the Yik Yak past. The Yik Yak records ciearly show that the original post of “Gonna shoot

all black peaple..... . A smile tomomow ('grimacing smiley face emoticon) was sent from m cell phone using ]
-
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Itis unclear why anyone would alter the onginal post  This department will attempt to contact the person using the account
MTUYaks i an attempt to determine If this person alterad the ariginal post or if they know wha altered the ariginal post and
why
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Parent Report Informatiaon
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Follow Up Informaticn
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Property returned from crime lab.
( -

Narrative text

On 12-11-15, at approximately 1900 hours, the property that was sent to the Michigan State Palice (MSP) Computer Crimes
Unit for analysis was relurned. A a report of the analysis and a property raceipt accompanied the properly. The properly was
delivered by Houghton City Police Department's Sgt. Kari. The ilems were originally released to Sgt. Kari as he was at the
Computer Crimes Unit (CCU) a short time earlier and it was requesled he return the items o us by the CCU,

Upon receiving the the property | saw that it was all propefly secured. | then signed the chain of custody line on the property
and placed {hem back into DPSPS evidence.

Next, | read the report that accompanied the property. Upon reading the report | saw that no apparent items of inferest to the
invastigation were found with tha exception of one fite located on the hard drive of the IBM Thinkpad. The analysis of the hard
drive found an intemet history file titted "FiIeI/IC:Usem‘esktuwhiller,jpg." The report stated the file most likely contained
an image (See report for details).

Attachmenis: (1) Copy of Autharized to Release Property Receipt, (1) Copy of Analysis Report. J
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Search warrnnt for Twitter Account was granted by Mngistmle Warrant served on Twitter Inc vin fax.
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( Nargptive text

HISTORY:

I served a search warrant on Twitter requesting all account informalion relating to the account "Nunya Bizness@MTUYaks"
on January 8, 2016 via fax. | received a reply via e-mail fram Twitter January 22, 2016 at approximately 1609 hours.

INFORMATION:

Monday, January 25, 2016,

Supplement written and submitted by:

Officer Justus C. Gau #126
Michigan Technological University

\__Dept. Public Safety and Palice Services
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L\ - cmail from Dave Haole

Nugrutive text

On 1/23/16, Officer Gau sent me an email containing information from twitter.com regarding the search warrant sent to them
in this case

On 1/25/186, | forwarded the information to Mr. David Hale of Michigan Tech IT services via email (hard copy attached). Mr
Hale responded on the same day and informed me that the documents received fram Twitter show that the account in
question showed anly one |.P address being used for this account. He advised that the |.P. address, is a local
Charter Communications address. Mr. Hale checkad Michigan Tech's network records and found that the I.P. address in
queslion was used by the following individuals at various times. Mr. Hale provided a printout (attached) of the users and the
dates/times the 1.P. address accessed Michigan Tach's network.

The names of the individuals are:

Ryan Grainger

Mr. Hale said that it was possible that the !.P, address in queslion was being used by multiple users due to peaple being
roommates or friends of the account owner.

| have attempted to contact each of the individuals listed, via tefephone, with no success. On 1/128/16, | dialed the phone
number listed in Michigan Tech records for and was able to speak with a woman who idenlifled
herself as the mather of GENNNRINSEES The woman said that no longer attended Michigan Tech and was
home in early November, however at one time Q@BERD s dating

This department will continue attempting to contact these subjects in an attempt to determine who is the ariginator of the
Twitler account in questian. J
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Nurratlve text

On 1/28/16 at approximately 11:30 AM, | received a voice message from a woman who identified herself as the mother of
The persons voice sounded like the same person | had spoken with earliar and the caller ID
registered as the home number of (MERGIRNEREER The woman said that her name was Qbantagidepn and thal she
had checked her records and determined that her daughter was home N in October of 2015, not November.... before
this case was initiated.,

On 1/28/16 at approximately 12.32 PM, | retumed a phone call st by SNSRI ! spoke with MBREMEE nd advised why

| was conlacting him. id that he and are former boyfriend/girlfriend and for a time they livad
together at Michigan. i said that the apartment had wireless internet that was
owned by and that everyonae in the apartment paid him a monthly fee for the use of the wireless intemet. |
asked if he operated the Twitter account @MTUYAKS and he said no. He added that he had never heard of that

Twitter account. | explained the circumstances surrounding the case and asked if he could surmise who would ba the owner
of @MTUYAKS. @l said that he did not believe that @SSP would run such a twitter account, but he believed

that Ryan Grainger would. @il said "Grainger was the most tech savvy of all of us." (@iijjgil said that he no longer
altends Michigan Tech.

On 1/29/16, | received a phone message from @EMEIGEREY ! colled @ISR back at approximately 11:00 AM and
explained why t was caliing and the events surrounding the case. (M said that he graduated from Michigan Tech
two years ago and knows nothing about ihe Yik Yak post, nor is he the awner of @MTUYAKS.

\_| will continue attempling fo contact Ryan Grainger * J
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Interview with Ryan Grainger
[ )

Narrative text

On February 5th, 2015 at approximately 12:53 PM, | proceeded 1o the Apartment of Ryan Grainger on Blanch Street. |
knocked on the door to his apartment (#4)} and was greeted by a subject who identified himself as GASIEININERIEND
7/24/88. | asked @A if Grainger lived at this address and if he was home. (il replied 'yes' to both questions.
@Elpihen invited me into the apariment and showed me where Grainger's room was. The daor was closed. | knocked on
the door and a subject who identified himself as Ryan Grainger answered the door. | explained why | was at the residence
and said that Grainger was not a suspect in any criminat investigation | asked Grainger if he was the user/fowner of a Twitter
account called @MTUYAKS. Grainger said that he was. | explained to Grainger that the original Yik Yak post was made at
1:46 PM. At 1:49 PM a twitler post was made to @lespcook with a screen shot of the ariginal post. At 1:59 PM, we
received an email from Grainger containing a screen shot of the altered post. This aitered Yik Yak post was later posted onto
@lespcaok twitter feed. | asked Grainger if he altered the original Yik Yak post and, if so, why. Grainger said that he did not
alter the original post. He said that his computer is set up to automatically screen capture all Yik Yak posts and then
automatically post them to his Twitter account. He also said that he is not the only person using the @mtuyaks twitter
account.

| asked Grainger if he couid or would supply me with any information on the other persan he was allowing to use @miuyaks
Grainger said that he met this person on www.reddil.com and does not have any information on who he is. He also said that
the only way he communicates with this persen is through the TOR, or underground (untraceable) intemet. Grainger said
that he did not know if this person was local or if this person altered the original Yik Yak post. | asked Grainger one final
question. | asked Grainger if he thought that the person who allered the post did it with the intention to make the post loak
worse, more threatening. Grainger said 'yes'. Grainger went on to say that he is a joumalism major and if it got out that he

\__was altering any information it could hurt his career. J
A B o) e Bl L TN S Brepared, Byt hei e f B g A TUISubmilted Dateiid
BENNETT, DANIEL (dpbennen 0Y0R72016 11:29 AM
S — : = — L S S —
TR sy SlgmAlran L e TR Reylewed Dy DAL A e

Page 25 01’235



