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Narrative text -

On 11-12-15, at approximately 1400 hours, while on duty at the Michigan Technological Universily (Michigan Tech) the
Department of Public Safety and Police Services (DPSPS), raceived a report from a student, identified as Ryan Grainger, that
stated he abserved a threatenlhy messags that was pested through a social medla application identified as “YikYak®. YikYak

is best described as a software application that allows users 1o post anonymous messages to other users that are located
within a specific geographical area.

The message that was reported to DPSPS stated the foliowing, “Ganna shoot all black people....... A smile tomorrow.” The

message also had a small picture, commonly referred to as an "emoji®, at the end which indicated a smile or laughter (See
attachment for details),

Due to the fact that the message was threatening in rature, Deputy Chiaf Cadwell investigated the message further. Upon
revlewing the message Deputy Chief Cadwasll saw that the user who posted the comment was located somewhere in the
Houghten, MI area when they pasted. This was determined by the “Haughton™ place marker that was associated with the
comment. It was also determined that such place marers are assaciated with all coraments made on YikYak so as to
identify where a user posts from. It was also determined that the message was posted at approximately 1344 hours, as

indicated by the time since the comment was posted on the bottom left of the message. %

Due to the fact that the rmessage in guestion threatened vidlente, the message idenlilied a specific group of peopke on which
the violence was (o ba enacted, the user was losated within the Houghton, M} area, and it indicated the user would be smiling
“tamerrow”, it was determined the threat was immediate, As a result, Deputy Chisf Cadwell sent YikYak an emergency
request via email that requested user information associated with the post (see attached for details). Deputy Chief Gadwell
and Chiet Bennelt also notified the University Marketing and Cormunications (UMGC) Department to send out a timely warning

natice, The natice was subsequently ssnt out at approsimately 1455 hours, and mada the campus community aware of the
threat and ongoing investgation (See attachment for datads),

At approximalely 1611 hours, YikYak responded to Deputy Chief Cadwell via email stating that his request was denied as

they did not have, *sufficlent basis to form a good fath beliaf that post in question constitute “an emargency invalving danger of
death or serous physical injury” (Sse attachment for detais). They further explained that in order to obtain the requested
information, he would need {0 send a search warrant ar subpoeha,

As a result of the emergency request being denied, | prepared a search wamant affidavit 1equesting all user information
associaterd with the account that posted the comment "Ganna shoot ali black paople....... A smile tomorrow." on Yik Yak from
the Houghton, Mi area at approximately 1345 hours EST. The user information that was requested limited included the
following: The IP address from which the rmessage was posted: the GPS coordinates of the lacation from which the message
was posted; the time and date whan the message was posied!; the Media Access Control {MAC) address associated with the
account; any names associated with the account; any telephone numbers associated with the account and the user-agent
string associated with the device from whieh the message was posted,

Ipon completing the affidavit, | took it to the 97th districat Coust Magistrate, identified as Shery! Ala, where the affigavit along
b the actual search warrant were offically sworn owt and signed (Sew attached for details),

At approximately 2118 hours, | sent the search warrart via email to YikYak's legal departiment. At approximately 2132 hours,
Yik Yak responded back with the following information;

Paost: Gonna shoot all black people. .. .., A amile tomurrow, 8Y*
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(16 Address; 141.219.225.81
Latitude; 47.1196
Longitude: -88,5491

Time Posted: 2015-11-12 18:46:44 (UTC)

User Agent: Yik Yak/2.10.3 (iPhone; 108 9.1; Scale/2.00)
Phone Numbar; +19208506441

Upon reviewing the information YikYak provided, it was determined that the longitude and (atitude was located in the
Mechanical Engineering-Engineering Mechanics (MEEWM) Building on Michigan tech’s campus, A search through student
records revealed that the phone number was associated with a student identified as Matthew Shultz. Shultz was also
identified as a mechanical enginoering student, The IP address, which is best deserbed as specific connection to the intemet,

was sent to David Hale (Chief Information Security Officer) for review. A short time later Hale informed me that the user the P
address was assigned to at the time the message was sent was Shultz.

Due to the fact that Shultz was identified as a mechanical engineering student, the message were sent from inside the
MEEM, his teleptione number was associated with the comment, and he was assigned the IP address that was used to send

the comment, It was determined that there was anough probable cause to arrest Shulz for MCL 750.543p Internet or
telecommunications or electronic davice; prohibited usea,

Next it was dstermined that Shultz had a current address of 238 Quiney St. In Hancock, ML, | was unable ta determine an
apartment number. It was also determined that Shultz had a blue Jeep Laredo (MI-CFQ1667) registered to him. Due to the fact
that Shultz fived in Haneack, the Hancock Police Department (HPD) was asked for assistance, Upon arriving in the are of 238
Quincy St | saw a vehicle that matched the previous description parked behind the building (Wood World parking lat), As

result, Shullz was contactad via telephone under the false pretense that his vehicle was involved in a miner accldent and that
he needed to come to the scene.

A short time later, Shultz came out to his vehicks where he was immediately placed under arrast for for Prohibitect use of

intenet or Telecommunications or Electronic Device. Shultz was placed in handcuffs, which were then double locked and

1\ checked for tightness. Shultz wag advised of his nghts per Miranda. | asked Shultz if he understood his rights and he said,
‘\Yes." A search incident to arrest of Shultz's person revealed an iPhone that had a black protective case on it. The phone was
fiscavered in his front right jean pocket. Video of the arrest was captured on my department issued Body Camera.

Shultz was then transported to the Michigan DPSPS station for questioning. Upan arrival | interviewed Shultz . The interview
was recorded via my depariment issued body camera, Upon interviewing Shultz, | advised him that | needed to talk to him
about a YikYak post that was made, He stated, " think | know what you're talking about." | asked if he could explain and he
said it probably had to with with his post about "smiles”. | told him that it was. He then proceedad to tell me that he made the
post and quickly realized i may have been a mistake and that is why he had it taken down so fast, He then said he had, "No
bad thoughts or intentions about that comment” and that he was "not that kind of parson.” | asked him about the comment
befare he mentions smiles, where it stated he wanted to shoot black people, He stated that portion of the comment was
referring to another comment someone made at the University of Missourl, He stated he was essentially making fun of that
comment, but quickly realized the manner In which he posted it may not be received well, He stated his comment was to
pake fun at the ridiculousness of the one posted at University of Missouri and that he did not intend on harming anyone. |
Infermed him kis posling was not taken that way and many felt it was = threat. He continually stated that was not his intention
with the post. ! asked Shultz if he posted any other comments on YikYak to clarify his posting and he said he did not,

| asked Shultz if he was in the MEEM when he posted the comment and he said that he was. He also said he posted it using
his iPhone 5. He slated the phone he had in his packet was the one he usad to post the comment.

At the conclusion of the interview, | informed Shultz that he wauld be booked at the Houghton County Jail (HCJ) for the
previously mentioned ¢charge. Shultz was then transported to the MCJ and booked without incident.

Upon returning to the DPSPS station, Body Gamera video of the incident was booked into evidence locker #5.
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Attachments:(1) Copy of image of YikYak comment, (1) Copy of Emergency request Emails and responses, (1) Copy of

Search Warrant and Search Warrant Affidavit, (1) Copy of Booking Sheet, (1 i i
s Nt Y g Sheet, (1) Copy of Email from Hale, (1) copy of Timely
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